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Abstract: Multibiometrics is the combination of one or
more biometrics (e.g.,Fingerprint and Iris). Researchers
are focusing how to provide the security system, the
template which was generated from the biometric need to
be protected. The problems of unimodal biometrics are
solved by multibiometrics. The main objective is to
provide the security to the biometric template by
generating making use of multibiometric cryptosystem
and which is stored in a database .The accuracy of the
biometric need to be improved and the noises in the
biometrics need to be reduced. To enhance the security

I. INTRODUCTION

The researchers have focused on the design of specific
countermeasures that enable biometric systems to
detect fake samples and reject them, improving this
way the robustness and security level of the systems.
Besides other anti-spoofing approaches such as the use
of multibiometrics or challenge-response methods,
special attention has been paid by researchers and
industry to the liveness detection techniques, which
use different physiological properties to distinguish
between real and fake traits. As the method operates on
the whole image without searching for any trait-
specific properties, it does not require any
preprocessing steps (e.g., fingerprint segmentation, iris
detection or face extraction) prior to the computation
of the 1Q features. Our proposed methods are
Fingerprint

Matching that combines a
minutiae-based representation of the finger — print with
a Gabor filter (texture-based) representation for

using multibiometric cryptosystem. The actual presence
of a real legitimate trait in contrast to a fake
selfmanufactured synthetic or reconstructed sample is a
significant problem in biometric authentication, which
develop the new and efficient protection measures. All
parties involved in the development of biometrics (i.e.,
researchers, developers and industry) to the improvement
of the systems security to bring this rapidly emerging
technology.

Keywords: Medianfilter, Orientation, Cough transform

matching  purposes. An iris trapezium view is
proposed. In this method, each pixel inside the iris disk
is mapped to one and only one pixel in the normalized
image. The method is based on a dynamic width for a
normalized strip. Our hough transformation method to
detect periodic fake iris patterns pronounced and the
textured lens detection by this method less reliable.
Additionally, not all textured lenses use a dot-matrix
style method. The Linear Discriminant Analysis
(LDA), which will be used in the face-related
experiments it controlled, with a uniform background
and artificial lighting and adverse, with natural
illumination and non-uniform background and
recognition using Component analysis. Image
enhancement is the process of adjusting digital images
so that the results are more suitable for display or
further image analysis.Filtering with morphological
operators.

The image processing is not just confined to area that
has to be studied but on knowledge of analyst.
Association is another important tool in image
processing through visual techniques. So analysts
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apply a combination of personal knowledge and
collateral data to image processing.

Il. RELATED WORK

A new fingerprint parameterization for liveness
detection based on quality measures is presented. The
novel feature set is used in a complete liveness
detection system and tested on the development set of
the LivDET competition, comprising over 4,500 real
and fake images acquired with three different optical
sensors. The proposed solution proves to be robust to
the multi-sensor scenario, and presents an overall rate
of 93% of correctly classified samples. Furthermore,
the liveness detection method presented has the added
advantage over previously studied techniques of
needing just one image from a finger to decide whether
it is real or fake. A comparative analysis of different
software-based solutions for liveness detection is
presented in . The efficiency of several approaches and
give an estimation of the best performing static and
dynamic features for vitality detection. Static features
are those which require two or more fingerprint
impressions (i.e., the finger is placed and lifted from
the sensor several times) of the same finger, while
dynamic features are extracted from multiple image
frames(i.e., the finger is placed on the sensor for a sort
time and different images are acquired). Expected
quality differences between real and fake samples may
include degree of sharpness,color and luminance
levels, local artifacts, amount of information found in
both type of images, structural distortion or natural
appearance. The use of image quality image quality
assessment for liveness detection is motivated by the
assumption that it is expected that a real sample
acquired in the normal operation scenario which sensor
was designed. the number of image processing

operations, such as histogram equalization.
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The pixel value mappings leave behind statistical
traces, which i shall refer to as a mapping's intrinsic
fingerprint, in an image's pixel value histogram. It
propose forensic methods for detecting general forms
globally and locally applied contrast enhancement as
well as a method for identifying the use of histogram
equalization by searching for the identifying features
of each operation's intrinsic fingerprint. The quality of
the distorted image is expressed as a simple distance
metric between the model statistics and those of the
distorted image. The new model outperforms FR 1QA
models and competes with topper forming NR 1QA
trained on human judgments of known distorted
images. Such a model has great potential to be applied
in unconstained environments. The blind 1QA
techniques use a priori knowledge taken from natural
scene distortion-free images to train the initial model,
no distorted images are used.

I1l. TECHNIQUES
IMAGE CONVERSION:

* Grayscale images are distinct from one-bit
black and white image,which in the context of
computer imaging are image with only black
and white also called binary image. They can
be synthesized from a full color image
converting to grayscale.

MEDIAN FILTER:

*  Removal of noise using median filter using

finger print.

COUGH TRANSFORM:
A circular cough transform using iris inner lines and

outer lines sclera.

CANNY EDGE DETECTION:
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The Canny algorithm basically finds edges where the Grayscale images have many shades of gray in
grayscale intensity of the image changes the most. between. Grayscale images are also called
These areas are found by determining gradients of the monochromatic, denoting the absence of any
image. chromatic variation.
The algorithm runs in 5 separate steps:
*  Smoothing: Blurring of the image to remove
noise.
* Finding gradients: The edges should be
marked where the gradients of the image has
large magnitudes. SCANNED SCANNED
FINGER IRIS
«  Non-maximum suppression: Only local PRINT
maxima should be marked as edges.
FEATURE EXTRACTION
+ Double thresholding: Potential edges are v
determined by thresholding. v
MINUTIAE
*  Edge tracking by hysteresis: Final edges are
determined by suppressing all edges that are IMAGE
. RIDGE PUPIL CONVE
not connected to a very certain (strong) edge. COUNT DETECTI RSION
ON
IV. ARCHITECTURE
In a biometric using, before scanning the RIDGE
fingerprint and iris. Extracting the propsed CURVA
ridge features need to perform some TURE
preprocessing for quality estimation and NORMALI
circular variance estimation. A preprocessing ZATION
method to reduce the image enhancement
errors. Ridge indexing is the ridge count,the RIDGE
ridge count methods find the number of BIFUR
ridges to be counted. Ridge length is the CATION
distance between horizontal and vertical axis.
Ridges may have more than two inflection
points.some ridges are too straight.
v
RANDOMKEY
Ridge coordinates and extract ridge feature is defined
between the two minutiae.
Grayscale images are distinct from one-bit
blackandwhite images, which in the context of
g i A
computer imaging are images with only the two colors, AUTHENTICA N ]
black, and white (also called bi-level or binary images). TIONPROCESS | > | DATA
BASE
N
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V. DESIGN FOR IMPLEMENTATION:
1.Fingerprint Feature Extraction
2.Iris Feature Extraction
3.Fused Random Key

Finger Print Feature Extraction:

Before extracting the proposed ridge features we need

to perform some preprocessing additional procedures
for quality estimation and circular variance estimation.
To estimate the ridge orientation and the ridge
frequency is calculated. Gabor/Gaussian Filter is
applied to enhance the image and obtain a skeleton zed
ridge image. Ridge indexing is known as ridge count,
that the ridge count methods find the number of ridges
that intersect the straight line between two minutiae in
the spatial domain is counted. When the ridge-counting
line is parallel to the ridge structures, the line may meet
the same ridge at one point, at more than two points, or
at no point, due to skin deformation.

Iris Feature Extraction:

Grayscale image are distinct from one-bit black-
andwhite images, which in the context of computer
imaging are images with only the two colors, black,
and white. Grayscale images have many shades of gray

in between.

Grayscale images are often the result of measuring the
intensity of light at each pixel in a single band of the
electromagnetic spectrum (e.g. infrared, visible light,
ultraviolet, etc.), and in such cases they are
monochromatic proper when only a given frequency is
captured. But also they can be synthesized from a full
color image; see the section about converting to

grayscale.
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Edge detection is a fundamental tool in image
processing and computer vision, particularly
in the areas of feature detection and feature
extraction, which aim at identifying points in
a digital image at which the image brightness
changes sharply or, more formally, has
discontinuities. Circular Hough
Transformation for pupil detection can be
used. The basic idea of this technique is to find
curves that can be parameterized like straight
lines, polynomials, circles, etc., in a suitable
parameter space. Must remove blurred images
before feature extraction.Localizing iris from
an image delineates the annular portion from
the rest of the image. The concept of rubber
sheet modal suggested by Daugman takes into
consideration the possibility of pupil dilation
and appearing of different size in different
images. For this purpose, the coordinate
system is changed by unwrapping the iris and
mapping all the points within the boundary of
the iris into their polar equivalentThis
normalization slightly reduces the elastic
distortions of the iris.

Fused Random Key:

The templates which are extracted separately
are fused with the random key which is given
as input from user and stored in the database.
In the verification stage, the fused single
vector is compared with the vector which is
stored in the database. If the key which is not
public matches, then the user is valid or it is

that user is invalid.
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We perform to secured the biometric using
termination and bifurcation techniques use to
calculate the ridges. We calculate to iris using Hough

VI. EVALUATIONS IRIS:

Input Image

transform that is inner circle pupil and outer circle l

sclera which is stored in the biometric system.

Segmentation

VII.DATA FLOW

FINGERPRINT:
Fingerprint h 4
Dataset Normalization
Orientation Feature Encoding
\ 4
Enhancement Iris Code
\ 4
Ridge Thinning
Database
A
Minutiae Extraction
l Template Matching
Minutiae Matching
\ 4
v Accept/Reject
Matching Result
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VIIl. CONCLUSIONS AND FUTURE WORK

The templates which are
extracted separately are fused with the random
key which is given as input from user and
stored in the database. In the verification stage,
the fused single vector is compared with the
vector which is stored in the database. If the
key which is not public matches, then the user

is valid or it is decided that user is invalid in
this paper. For future work, more biometrics

use to secure the database.
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